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IlpodnnakTuka  mpecTynjeHui, CcOBeplIAEMBbIX ¢  HCHOJIL30BAHHEM
HH(}pOpPMaNHOHHO-KOMMYHHKANHOHHBIX TEXHOJIOTHH

Pa3ButHe CcOBpeMeHHOro oO0IecTBa, OCHOBAaHHOIO Ha HCIOJb30BAHUU
OrPOMHOI0 MaccuBa pasHOOOpa3sHOW HH(OPMALMH, HEMBICIMMO 0€3 MIKPOKOro
BHEJIPCHUS KOMIBIOTEPHON TeXHHMKU. OHa CIIyXHT A XpaHeHHs U o6paGoTKH
MHDOPMAaLUH, UCTIONB3YETCs KaK CPEACTBO CBSI3U M KOMMYHHUKAIM. 3a Tociennue
4 ropa mpou3OIIEN Pe3KUH pOCT MPECTYIUICHUH, COBEPILIEHHBIX C NPUMEHEHUEM
HH(OPMAaIMOHHO-KOMMYHHUKALMOHHBIX TEXHOJIOTHH WK B cepe KOMIBIOTEPHOMH
uHpopMaLuu - Gonee, yem B 6 pas.

bonee 10JOBHHBI NpECTYNNEHWI COBEPIIEHO €  MCHOJIL30BAHUEM CETH
«MHTEpHET», 3HAYHUTETBHOE KOJIUYECTBO — C NPUMEHEHHUEM CPEICTB MOOHIIBHOI
CBSI3M, pacyeTHBIX (IUIACTUKOBHIX) KapT. K couuanbHbIM mNpudmMHaM pocTa
npectynHoctd B chepe UKT oTHOCHTCA: - BCeoOIIas KOMITBIOTEPU3as, KOTOPast
CO3/1aeT HEOOXOAUMYIO CPey IJIs JeATeIbHOCTH KOMIIbIOTEPHBIX IIPECTYTHUKOB; -
NPOTHBOPEYUS MEXAY IOTPeOHOCTSIMH HAcelleHUsT W BO3MOXKHOCTBIO HX
YAOBJICTBOPCHUS JIETAbHBIME CIIOCOOAMH B CHIIy HH3KOIO YPOBHS JKHU3HU, -
JIETKOMBICJICHHO® ~ OTHOILLEHHE POCCHMCKOro oOIecTBA K  KOMITBIOTEPHOM
IPECTYITHOCTH; - JTOBEPUUBOCTh I'PaXKIaH NPH OHJIAHH-TIOKYIIKE TOBApOB U YCIYT
(omwmara 0 MX MOMy4YeHHs, OCOOGHHO Yepe3 WHTEPHET-KOIUeJeK, a He uepes
pacdeTHBIH cueT OaHKa, MOMOILL MO OOBSIBICHHSM OT OJIarOTBOPUTEIBHBIX
OpraHu3ali 4epe3 CalTh-AyOJepbl CO CTOPOHHHMU PEKBH3UTAMU IS
nepeuncienus neHer). [lpodumakThka 0COOGEHHO Ba)kHa B  OTHOIIEHHH
HECOBEPILICHHOJICTHUX Moyb3oBareiaed cetu «MHrepHer». VYuuThiBasg, 4YTO
3HAYUTENIBHYIO TPYIITY JIML, COBEPIIAOIIMX NpPeCcTyIUleHHs B ceTd HWHTepHer,
COCTaBJISIFOT paHee HE CyJMMEIE yYalluecs, B TOM YUCIIe U HECOBEPIIEHHOJETHHE,
C UeIbI0 MPOQUIAKTHYECKOro BO3AEHCTBHS Ha HHX HEOOXOIUMO IPOBOIUTH
IpopHUIAKTHYECKHE MEpONPHUSTUSI B IIKOJAX, BBICIIMX YUeOHBIX 3aBEIEeHUSIX,
myOJIMKOBaTh CTaTbU Ha ITY TEMY.

AHau3 IaHHBIX YrOJOBHO-NIPABOBOM CTATHCTHUKU CBHIETELCTBYET O POCTE YHCIIA
TaKUX TMpeCcTyNnHbIX nesiHui. Tak, 3a 2020 rox Ha Tepputopum MypmaHCKOM
obnacty  C  HUCHONB30BaHMEM  HH(MOPMAHOHHO-TEIEKOMMYHUKALHOHHBIX
TEXHOJIOTHH coBepiieHo Ooisiee 4200 mpectyruteHuit, uro Ha 75% Gosnblre, yeM B
2019 rony. M3 Hux 2189 — 3T0 MOILEHHHYECTBA, COBEPLIEHHBIE, B TOM YUCIE C
HCTIOTb30BaHUEM DJIEKTPOHHBIX CPEJICTB IIaTeXa M B cdepe KOMITBIOTEPHOMN
unpopmanun. Tonbko 3a SHBaph TEKyIIEro roja JepTBaMM JeHCTBYIOIIUX
JWCTAaHIIMOHHO  3JIOYMBIIIEHHUKOB  craimu 308 KUTEJIe  peruoHa.

K nanbosee THINYHBIM crioco6aM COBEPIIEHHs TPECTYIUIEHUH C HCIIOb30BaHHEM
UH(QOPMALUOHHO-TEJIEKOMMYHHKALMOHHEIX ~ TEXHOJNOTHH  MOXHO  OTHECTH
ClIeIyIOIIHE. 3MOYMBIIINIEHHUKH ~ 3BOHAT  TpakJaHaM,  IpeICcTaBisisich
COTPyJHUKaMU OaHKOB, Ha3blBas MX IO HWMEHH, OTYECTBY, IIPOCAT COOOIIUTH



naHHble OaHKOBCKMX KapT (Homep, CVC(CVV), PIN-xomsl u T.a1.) s
IPEJOTBPalIeHUs AKOObI HECAaHKIMOHUPOBAHHOIO CIHMCAHHS JICHEXKHBIX CPENCTB
o odopmieHus Kpeaurta. Mcrone3ys 3TH CBeleHHs, TMOJIYYalOT YIaJEHHBIHN
JOCTyN K JIMYHOMY KaOWHETYy KJIMeHTa OaHKa M IEePeBOIST JEeHBIM 0e3 Begoma
cobctBenHuka. Ilpm 9TOM, NpPECTYMHHMKHM MOIYT HCIIOJIB30BaTh IPOrPaMMBI
HOAMEHb! Tele(OHHBIX HOMEPOB, B CBSI3U C 4YeM HOMEP BXOMSILEr0 3BOHKA
ompezeNnseTcs y KIMeHTa Kak HoMep 0aHka. 3a4acTyro BBeJeHHbIE B 3a0MIyXKIeHHE
rpakJaHe caMu [IepeBOJAT [EHEXHBble CpelcTBa Ha C4YeTa, YKa3aHHbIE
MOILIEHHHUKaMH. PacnpocTpaHeHsl XUILEHUs C UCIOJIb30BAHUEM IPECTYNHUKAMU
cepBuca «Avito». BBoms TpaxmaHuHa B 3a0Jy)I€HHE OTHOCHUTEIBHO CBOETO
HAMEpEHHUsl MPHOOPeCTH WIM IpPoJaTh TOBap, B Xole Teae(OHHBIX Pa3sroBOPOB
37I0YMBIIJIEHHUKN Y3HAIOT PEKBU3UThl OaHKOBCKOW KapThl MOTEPIEBIIEro, MpH
IOMOLIM KOTOPBIX CIMCHIBAIOT JEHEXXHbIE CpelcTBa cO cyeTa. B psge ciayuaes
npeJIaraeTcs MepenTH Mo CChUIKaM JUIs ITepeBoJia ICHEeXKHBIX CPEACTB, MOCTIE Yero
«IIpoJlaBell» He IIPelOoCTaBIsAeT OIUIQYEHHBIA TOBAp M HE BBIXOAMT HA CBS3b.
Kpome 31010, npecTynmHUKH MaccoBO pacchlUlaloT SMS-coo0meHus clieIyromero
cogepkaHus: «Bamra kapra 3a0mokupoBaHa. Uit pa30IOKHMPOBKM HEOOXOIUMO
TIO3BOHUTE IO HOMEpY...». BOJBIIMHCTBO IpakaH, BMECTO TOTO, YTOOBI cpasy
obpatuTbcss B CBOM OaHK [ MPOBEPKH MOCTYHHBINEH - MHGMDOpPMAaLUH,
IIEPE3BAHUBAOT I10 YKa3aHHOMY B SMS-coo0mmeHn HOMepy U B XOJie pa3roBopa
NepefaloT 3JI0YMBIIUIEHHHKaM HH(QOpPMaLUi0 O OaHKOBCKHX PEKBH3HUTAX, I1OCIIE
Yero OCYILIECTBISETCS HE3aKOHHOE CIIMCaHWe [EHEXHbIX CPENCTB. 3a4acTyio
rpakJaHe CaMHU IepeBOIST ACHEXHBIE CPeJCTBAa Ha yKa3aHHBIE TPECTYMHUKAMHU
«GalllMIIEeHHbIe» cuera sSKOObl Mg HX coxpaHeHus. DakTHYeCcKH IeHEKHbIE
CpelicTBa BBIOBIBAIOT M3 3aKOHHOTO BIIAJEHUS, U COOCTBEHHHUK He HMeeT K HUM
Joctyna. XUIIEHUsS] JE€HEKHBIX CPEICTB y IPaX</laH COBEPILAOTCS TAKXKe IyTeM
HarpaBineHuss SMS-cooOmmeHnii o0 BbIMIpbILE, [UIS  TOJYYEHHS KOTOPOIo
HEeoOXO0IMMO NePEeBECTH JEHEKHBIE CPEJICTBA Ha yKa3aHHBIA aOOHEHTCKHN HOMEP.
PacnipoctpaHens! (pakTbl, KOTaa MPEeCTYIIHUKH MPEICTaBISAIOTCS POJCTBEHHUKAMMU
1160 3HAKOMBIMH MOTEPIEBIINX, PAacCKa3bIBAIOT, YTO Momanu B Oecemy (cramu
BUHOBHHUKOM JIOPOKHO-TPAHCTIOPTHOT'O MIPOHCILIECTBHS, 3a/IepIKaHbI
COTPYJHUKAMH IIOJULUH, CPOYHO TpeOyloTCs [NEHbI'W Ha ONEpaluio U T.II.) U
IPOCAT NPENOCTaBUTh UM JEHEXKHBIE CPEICTBA. 3JIIOYMBIIUICHHUKN B3JIaMBIBAIOT
QJIEKTPOHHYIO IIOYTY, aKKayHThl B COI[MAJBHBIX CETSX, ITOCJIE YEero OT HMEHH
MI0JIb30BATENSl PACChUIAlOT TpaXkJaHaMm, CBEIEHHUS O KOTOPBIX HMEIOTCS B
KOHTaKTaxX JaHHOTO JIMIla, MPOChObI 0 3aliMe JAeHEeXHBIX CpelcTB. B pesynpraTe
JIEHbI'H MOCTYMAIOT Ha cueT MOIIIEHHHKA.

YroObl He cTaTh )KEPTBOW NPECTYITHUKOB, HEOOXOIHMO CJI€IOBATh OIPeIeIeHHbBIM
IpaBuJIaM:

1. Eciu mosiyuyeH 3BOHOK WK COOOLIEHHE B COLMAIBHOM CETH ¢ IPOChOoi 0
CPOYHOM [EHEKHOW ITOMOUIM [Jii 3HAKOMOTO MM POJCTBEHHHKA, HE CTOUT
NPUHUMATh pelieHre cpasy. Heobxoqumo npoBepuTh NOIyUYeHHYIO HHPOPMALIMIO,
CBSI3aBIIHCH co CBOUMH POIHBIMHU U 3HaKOMBIMH.
2. Huxorna u HuxoMy He coobmaiite TpE&x3HauHBIH KOZ Ha OOPATHOM CTOpPOHE



Bamenn 6anxoBckoit kaptel (CVV), 510 Xmou k BammM gensram.
3. Henpsst coobmiats HUKOMY JNHM4YHblE CBEJCHHUS, JaHHble GAHKOBCKHX KapT U
CMC-naposu, KoTopble MOTYT OBITh HCIOJB30BaHBI 31I0YMBIIUICHHUKAME IS
HEeTPpaBOMEPHBIX JefCTBHIA.
4. Ecnu mo Tenepony Bac mpocar HabpaTh KoMOHHaLmIO nup B GaHKOMATe,
IpeKpaTuTe pasrosop. Hukorna He BbIMONHANTE NEHCTBHS ¢ GAHKOMATOM «IIOJ
JTUKTOBKY» Ipyroro YeJIoBeKa.

Heo6xomumo  NMOMHHTB, YTO  3JOYMBIUUICHHHKA MOTYT  IPE€ICTABUTHCS
COTPYJAHUKAMHU Oanka, IIPAaBOOXPAaHUTETHHOTO oprasa, YUPEXKIEHUS
31[paBOOXpaHeHus ¥ oOpaiaTtscss K Bam mo umenu u oryectBy. ONHAKO TOJIHKO
MOWIEHHUKH OyIyT NPOCHTh COOOIIUTH PEKBU3UTHI OAHKOBCKOM KapThl, CMC-
naposb (kon), CVV-kon Bameil kapTel. B kaxaoM TakoM ciaydae HeoOXOIHMO
3aBepIINTh pa3roBop. COTpyAHHKHM 0aHKa TakKe He MPEeMIararoT: - YCTaHOBHTh
NPOrpaMMbl YAAIEHHOIO NOCTyNa (MIM CTOPOHHUE MPUIOKEHHS) HA MOOMUIBHOE
YCTPOMCTBO M DPa3pelIMTh MOAKIIOYEHHE K HHM IT0[ IIPEIOTOM TEXHHYECKOH
NOANEPXKH (HArpuMep, AJs yAaleHHs BUPYCOB C MOOMIIBHOrO ycCTpoicTBa); -
NEPEBECTH JIEHEKHBIE CPEACTBA HA «3aUIUINEHHBIM CYeT», - BKIIOYUTH
nepeajpecaluio Ha TenedoHe KIUeHTa I COBEPIIEHUs B JalbHeHIIIeM 3BOHKA OT
ero UMeHHu B OaHK.

MOIIEHHUKHM TIOCTOSHHO MPUAYMBIBAIOT HOBBIE YIOBKM U  CIOCOOBI
00MaHyTh Hac, MO3TOMY IOMBITKY 3alllUTHTh MOOWIIbHBIE YCTPOHCTBA YKe CTANH
YacTei0 Hamled 1MppoBod KkM3HM. TeM He MeHee HeKOTOphble BHMIBI
MOIICHHUYECTBA OITO3HATH HEMPOCTO, MOITOMY BaXKHO CJIENUThL 3a IMOSBICHHUEM
HOBBIX cXeéM 0OMaHa U YMEThb UX BBISBIIATE.

K naubonee pacrnpocTpaHeHHBIM BHIAM JHUCTAHIMOHHOIO MOIICHHHYECTBA,
coBepiieHHOro Ha teppuropuu Caskt-IletepOypra u JleHunrpamckoii obnactu,
OTHOCSTCSL:

«QUIIMHT» — BHJ JUCTAHIUOHHOTO MOIICHHMYECTBA, IPU COBEPIIEHHU
KOTOPOTO 3JIOYMBILUIEHHUKH (B XOJ€ TelneOHHOTO pasroBopa, MOCPEACTBOM
HAIPaBJICHHUsI SJIEKTPOHHOrO MMChMa MIIM CMC — COOOIIEHUS) TOyYaroT JTHYHbIE
KOH(UIEHIUANbHEIe JaHHbIe 0 OGaHKOBCKOM KapTe, HOMEpe cyeTa, JIOTUHBI U
napoyid Ui BXOAa B HHTEepPHET-0aHK, a Takke TIapoiid Oe30MacHOCTH,
MO3BOJISIOLIME MPOM3BECTH CIIUCAHUE HAXOMALIMXCS Ha OaHKOBCKOM KapTe
JeHeXHBIX cpefcTB. JKepTBaMHM yKa3aHHOTO BHJA MOLIEHHHYECTBA 3a4acTyIo
CTaHOBSITCS HE3AILHMIIEHHbIE, MaJ00Opa30BaHHbIE, [TOBEPUMBELIE CJIOM HACEJICHMUSL.
[IpencTaBnssack 3a4acTyro COTPYAHMKAMH KPEIUTHBIX OPraHU3aLui, IPeCTYTHUKH
BBOJIAT B 3a0iyKIeHue rpaxkJiaH OTHOCHUTEJILHO COBeplIaeMbIX
HECAaHKLIHOHUPOBAHHBIX ~ CINHCAaHMH  JEHEKHBIX CPEICTB, OCYIIECTBISEMbIX
NOKYIIKaX M T,I., IOCJI€ Yero MpOoCAT Ha3BaTh KOH(HUAECHIUAILHBIE CBENCHUS C
LeJIBIO NIPeCeYeHHsT BOBMOKHOTO COBEPIIEHHS NpecTyIIenus. [ paxiane, 1osepss
IOJTyYeHHOW HHpOopMauuu, Xenas o06e30IIaCHTh CBOM JIEHEXKHBIE CPENCTBA OT
MPECTYITHBIX MOCSATaTeNbCTB, COOOIIAIOT 3alpalliMBaeMytlo WHPOPMALMIO, B



PE3YIbTATE YEro 3JIOYMBIMIJIEHHUKH MOXHILNAOT MNpUHHAAJIe)KaIlHEe UM JEHEXHBIE
CpeaACTBaA.

«(apMUHI» — IpoLeypa CKPHITOro HalpaBiIeHus Ha JoxHEIH [P-axpec, To
€CTh HalpaBJIeHHE TI0Jb30BaTeNss Ha (DUKTUBHBIM BeO-caliT, wyalle BCero
UCIONB3YEMBbI Uil TNpUOOpeTeHUs ToBapoB M yciuyr (ozon.ru, avito.ru,
aliexpress.ru, joom, biglion, kynuHarop, kaccup.py, OuieTep u apyrue)

«ABOWHad TpaH3aKUus» (TIpH OIUIaTe€ TOBAPOB U YCIIYT MPOJAABel] COOOLIAeT
006 ommbke M Mpe/iaraeT MOBTOPUTH OIEPALMIO, & B JaJbHEHIIeM JCHEXHbIE
CPENCTBA OMUCHIBAIOTCS ABAX/IBI 10 KaXK10HM M3 MPOBEJCHHBIX OTeparuii)

OcHoBHbIE cXeMbl TeNe(OHHOr0 MOIIEHHUYECTBA:

O6MmaH 1o Tesnedony.

MoureHHUK ~ 3BOHMT C HE3HAaKOMOIO HOMepa |  IIPECTaBIsAETCS
POJCTBEHHUKOM (3HAKOMBIM) M B3BOJIHOBAHHBIM TI'OJIOCOM COOOIL@ET, YTo
3aliepKaH  COTPYAHUKAMH IIPABOOXPAHUTEIBHBIX OPIraHOB W OOBHHAETCS B
COBEpIIEHHH TOTO MJIM MHOrO IpecTymieHus (310 moxet Obith J[TII, xpanenue
OpYXHsl WJIM HapKOTHKOB, HAHECEHHE TSHKKUX TEJEeCHBIX IMOBPEXKICHUN M Haxe
youiicTo). [lanee B pa3sroBop BCTyNaeT SKOObI COTPYIHUK MPaBOOXPAHUTENbHBIX
OpraHoB, KOTOPLIA YBEPEHHBIM TOHOM COOOIIALT, YTO y)Ke HE pa3 IOMOrall JIOSIM
TakuM oOpaszom. [lnis peleHus Borpoca He0OX0JHMa OTIpeIeIeHHas CyMMa JIeHeT,
KOTOPYIO CJIEJIyeT NEPEBECTH HA ONpPEETICHHbIH pacueTHBIA CUET WM IEePEeNaTh
KakoMy-1ubo venoseKy. B opraHuzauum obmaHa mo TenedoHy ¢ TpeGoBaHHEM
BbIKYlla Y4acCTBYIOT HECKOJIbKO mnpecTynHukoB. HaGupas Ttenedonmble HOMepa
Hayrajl, MOIIEHHUK MPOM3HOCHUT 3arOTOBJIECHHYIO (pa3y, a najiee NeHCTBYET IO
00CTOSTENBCTBAM, HO HEPEeNKO 4YeNOBEeK, KOTOPOMY 3BOHUT MOIIEHHHUK, cam
Clly4aifHO IMOJICKa3bIBAeT UMS TOTO, KOMY HYKHA ITOMOIIIb.

AHaJIOrMYHLEIM  00pa3oM MOIYT 3BOHHMTH MOIIEHHHKH COTPYIHHKAM
rOCYyNapCTBEHHBIX ~OpPraHoB, JHOO MpeAlNpUHUMATENSIM U, IIPEACTaBIIssACh,
HamlpuMep,  PYKOBOAMTEJIEM  KAaKOro-nubo  roCyAapCTBEHHOTO  OpraHa
(IpaBOOXPaHMUTENBLHOTO, HAJ30PHOIO, KOHTPOJHPYIOIIEro), MOJ MPeiIoroM
npuessia KOMUCCHHM INPOBEPSIOIIUX U TPeOYIOT OpraHM3oBaTh JIMOO «TeILIbIH
npuemM» B (Qopme OeCIUIaTHOrO TIpefOCTaBIeHUsT ycuyr (TWTaHue, MOJapKH,
OpraHMsalust OTAbIXa W T. [X.), OO IEepPedyHCIHTh OMPEIeIeHHYI0 CYMMY
JEHEKHBIX CPEICTB HA YKa3aHHBIH pacueTHBId CHeT [yl OpraHusaldd J0Cyra
NPOBEPSFOUIMX HJIM JOCTHXKEHHS HEOOXOAMMBIX TMOJOXHUTEIBHBIX DPe3yIbTaToB
MIPOBEPKH.

Kak noctynute B Takoi curyaruu? IlpepBaTh pasroBop W I€pPe3BOHHUTH
TOMY, O KOM HAeT pedb (ub0 B yKa3aHHBIH rocygapcTBeHHBbIH oprad). Ecnm
Tele(OH OTKIIOYEH, HYKHO CBA3aTbCS C €ro KOJUIeraMH, Jpy3bsIMH U
POACTBEHHUKAMH ISl yTOUHEHHs HH(OpMaLKK.

SMS-npocrsba 0 moMormu.
SMS-coobimienns Mo3BOMAIOT YNPOCTHTE CXeMy oOMaHa 10 Tene(oHy.
AOoHEHT mosyyaeT Ha MOOMIbHEIN TenedoH coobuienue: «Y MeHs mpoGieMsl,



kuHb 900 pyOneii Ha 10T HOMep. MHe He 3BOHH, Hepe3BOHIO cam». Hepenko
nobasisgercs oOpalleHHe «Mama», «apyr» win apyrue. Ha coobmenus c
HE3HAKOMBIX HOMEPOB pearupoBaTh HeJIb3s.

Tenepounslit HoMep-rpabuTENB.

Ha tenedon npuxomur SMS ¢ npocs60if Iepe3BOHUTH Ha yKa3aHHBIH HOMEP
MobuIbHOrO TenedoHa. ITpocsba Moxer ObITH 060CHOBaHA HOOON PUIUHON —
IIOMOIIb APYTY, U3MEHEHHE TapU(OB CBS3H, MPOOJIEMBI CO CBA3LI0 WK ¢ Bamell
OaHkoBcKoi kapToii u Tak nanee. ITocie toro kak Bel nepessanusaete, Bac ponro
nepxar Ha nuHUU. Korma aTo Hajoenaer, Bel oTKITIOYaeTeCh — M OKa3bIBAETCH,
4yTo ¢ Baulero cyera cmucaHel KpynHblE CyMMbL. MOIIEHHHKH PErUCTPUPYIOT
TAKOW CEPBUC U PACIPOCTPaHSIOT HOMep 0e3 MpeaynpexaeHus O CHITHH ILIaThI 3a
3B0HOK. EnuncTBeHHbIH crocob obezomacuts cebst OT Tene(OHHBIX MOIIEHHUKOB
— He 3BOHUTH 10 HE3HAKOMBIM HOMepaM.

Jpyroi BHI MOILCHHHYECTBAa BBINIAAWT Tak. [lpu 3akaze kakoif-1mu6o
YCIyru 4epe3 sKoObl MOOMIIBHOTO OIlepaTopa WM IMpU CKAYWBAHUM MOOUIBHOTO
KOHTEHTA aDOHEHTY NpPHXOAMT IpelynpexaeHHe Bupa: «Bbl cobupaerech
OTIPaBUTh COOOIIEHHE Ha KOPOTKMH HOMep Ul MOITBEPXKIEHHS OIepalliy,
oTnpasbTe coodumenne ¢ uudpoit 1, mg orMenst ¢ mudpoii O». Ipu ormpaske
MOATBEPKACHUSA, CO C4YeTa abOHEHTa CIMCBIBAIOTCS JEHEKHBIE CpECTBA.
MOUIEHHUKH HUCIIONB3YIOT CHELHalbHBIe IPOrpaMMBI, KOTOPBIE TIO3BOJISIOT
aBTOMATHYECKKU ICHEPUPOBATH THICAYM TaKHX cooOlieHuit. Cpasy mnocie nepesona
neHer Ha (albLIMBBIM CUET OHM CHHUMAIOTCS ¢ Tenedona. He ciemyeT 3BOHUTH 1O
HOMEpY, C KOTOpOro oTrpanjieHo SMS — BroyiHe BO3MOXKHO, YTO B 3TOM CIIy4ae ¢
Bamero Tenedona 6yneT aBToMaTH4eCKU CHSTA KPYIIHAs CyMMa.

Berurpeim B sioTepee WK Kakoro-Jjnbo mpusa.

B cBa3u ¢ mpoBeneHMeM BCEBO3MOXKHBIX PEKIAMHBIX aKIUM, JIoTepeil H
PO3BIrphIIIEH, OCOOEHHO ¢ Yy4YacTHeM paJdOCTaHIMM, MOLIEHHUKU YacTo
KCIIOJIB3YIOT 3TO IS CBOEH JESTEIbHOCTH U oOMaHa jrroneit. Ha Bam MoOunbpHbIH
Tene(OH, KaK IpPaBUIIO, B HOYHOE BpeMs — IMPHXOAMT SMS- coobiieHus, B
KOTOPOM F'OBOPHUTCS O TOM, YTO B PE3YJILTATE IPOBEACHHOMN jloTepen Bol Bhivrpanu
aBToMOOM/Ib. Yamie Bcero, yrnoMHHAIOTCS M3BECTHBIE WHOCTPAHHBIE MOJENH |,
Mapku. JJIst yTouHeHHs BeexX aeTanel Bac nmpocsT moceTuTh onpeieieH bl caiiT u
O3HAKOMHUTBCA C YCJIIOBUAMH aKUMM, JIMOO IIO3BOHUTH II0 OJHOMY W3
BBILIEYKAa3aHHBIX Tele(OHHBIX HOMEpoB. Bo Bpems pasroBopa MOILIEHHHUKH
co00LAKOT 0 TOM, YTO HAJ0 BBIIOJIHUTH HEOOXOLMMbIE (POPMAIBHOCTHU: YIINIATUTh
TOCIOIUIAHY UM O(OPMHUTH HEOOXOAMMBIE NOKYMEHTHI. ISl 3TOro Heo6XOomMMO
MEPEYMCIIUTh HA CYET CBOEr0 MOOMJIBHOIO JEHEXHYIO CyMMYy, a 3aTeM HabpaThb
OTIpEIeNICHHYI0 KOMOWHALMI0 IHQpP M CHMBOJIOB, SKOOBI [Ulsi TIPOBEPKH H
nosydeHus: «koxa perucrpauun». KomOunanus nudp u cumBoios, kotopyo Bbl
Habupaere, Ha camMoOM Jielle SIBISETCS KOIOM, Omarojaps KOTOpoMY,
3NIOYMBIIINICHHUKU [MOJIy4aloT JOCTYI K NEPEeUUCIeHHbIM cpeacTBaM. Kak Tonbko
KoJ HabpaH, cyeT OOHYJISETCS, a MOIIEHHHMKH HCYe3al0T B HEHU3BECTHOM
HallpaBJIEHUHU.



[Ipocroii kox OT onepaTopa CBA3U.

[Toctynaer 3BOHOK, $KOOBI OT COTpPYAHUKa CIyXObl TEXHHUUECKOH
HOJICPXKKH OIepaTopa MOOUIBHON CBSA3M, C MPEIIOKEHUEM MOIKIIOUUTH HOBYEO
SKCKJIIO3UBHYIO YCIYTy HWIH IJI MEPEeperucTpalyy BO H30€kKaHHE OTKIIOUEHHS
CBSI3M H3-32 TEXHHUYECKOro cOO0s, WK IJs YIy4dlIeHUs: KauecTBa cBsA3u. s aToro
aOoHeHTy TipemyiaraeTcss HaOparh ITOA JUKTOBKY KOJl, KOTOPBIM sBIsSeTCA
KOMOMHAIMEH SISl OCYIIeCTBICHUS] MOOWIBHOTO epeBOia I€HEKHBIX CPEACTB CO
cyera aOOHEHTa Ha CUET 3JI0YMbILIJIEHHUKOB.

Kak moctyrmute B Takoi cutryauuu? Ilepe3BoHUTH cBoeMy MOOUIBHOMY
orepaTopy Il YTOUHEHHUsl YCJIOBHUH, a TakKe y3HaTh, Kakas CymMMa CIHULIETCS ¢
Balllero cyera Nnpu oTnpaBke SMS wiIM 3BOHKE Ha yKa3aHHBIM HOMep, 3aTeM
coobmuTe o npuinenuied Ha Baw tenedoH undopmanuu. OnepaTop onpenesut
TOTO, KTO OTIpaBisieT 3TH SMS 1 3a0JI0KHpyeT ero akKayHT.

OmubOo4HbBIN NepeBosl CPeACTB.

AbGoneHTy noctynaeT SMS — cooOlleHre 0 MOCTYIUIEHUH CPEJICTB Ha €ro
CYeT ¢ MOMOILBIO yeiyru « MoOunpHEIN nepeBo». Cpasy mocse 3Toro nocrymnaer
3BOHOK M MY>X4YMHa (WJIM KEHIIMHA) COOOMIAeT, YTO OLIMOOYHO MepeBell JeHbIU,
TP 3TOM TIPOCHUT BEpPHYTh UX oOpaTHO TeM ke «MoOuibHBIM TepeBogom». B
JNEHCTBUTENIBHOCTH, JEHBI'M HE TOCTYIMAlT Ha TenedoH, a YeJIOBEeK IePEeBOIUT
CBOHM COOCTBEHHbIE cpejicTBa. ECu MO3BOHUTH IO YKa3aHHOMY HOMEpY, OH MOXKET
OBITH BHE 30HBI IOCTYIIA.

Kak nocrynuth B Takoil cutyauuu? Ecnu Bac npocsit mepesectd, siKOObI
OTHO0YHO TIepeBeeHHYI0 CYMMY, HallOMHUTE, YTO JI 3TOTO HCMOJb3yeTcs YeK.
OTroBopka, 4TO «4eK IOTEpsiH», CKOpee BCEro, CBUIETEILCTBYET O TOM, 4YTO C
Bamu ofmaercss MOILIEHHUK.

MomenHudecTBa ¢ OaHKOBCKUMH KapTamMu

baHkoBckass kapra — 3TO HHCTPYMEHT Ui COBEpLICHHS IUIaTeXxed H
IOCTYNa K HaJIWYHBIM CpelcTBaM Ha cuéTe, He TpeOyroumui mas 3Toro
npucytcTBus B Oanke. Ho mpocrora ncnonp3oBaHus 0aHKOBCKUX KapT OCTaBIIseT
MHOECTBO JIa3eeK JI1 MOILIEHHUKOB.

Bam npuxomur cooluienne o ToM, uTo Bama OaHKOBCKas KapTa
320JIOKMPOBaHA.

IMpensaraercss OecrulaTHO IO3BOHUTH HA OIPENEJIEHHbIM HoOMep s
nojydeHuss moapoOHod wuHpopManuu. Korma Bel 3BOHHTE 10 yKa3aHHOMY
tenedony, To Bam coolmarT 0 TOM, 4YTO Ha CcepBepe, OTBEYalIleM 3a
obcIyKMBaHHE KapThl, IPoU301LIes cOoil, a 3aTeM NMpOoCcAT COOOUUTh HOMEP KapThl
u [IMH-xox nns ee mepeperucTpaluy. 3JIOYMBIIUIEHHUKAM HY)KEH JIMIIL HOMep
Bameit xaptel i [TMH-kox, kak Tonbko Bel Mx cooOuiuTe, NeHbrH OyIyT CHSTHI C
Bawero cuera. Hu onHa opranusauusi, Bkirouast 6aHK, He BIpaBe TpeGoBaTs Bain
[MMH-koxn! J[lnst Toro, dYtoOBl TNPOBEPUTH MOCTYNHUBIIYIO HH(OPMAIHIO O
OJOKMPOBaHUM KapThl, HEOOXOOUMO IIO3BOHHTh B KIHUEHTCKYK CIIyXOy



nonnepxku 6anka. Ckopee Bcero, Bam oTBeTAT, 4TO HHKaKHX cOOEB Ha cepBepe He
IpoucxoAuno, a Bama xapra npoaosmkaet 00CIyKUBaTLCST OAHKOMATOM.

Ecmu Bel yTpatunu kapty HeMeAJIeHHO ee GIIOKUpyITe.

IIpu mpoBeneHuM omnepauud ¢ KapTod TMOJNB3YHTECh TOJNBKO TEMU
OaHKOMaTaMH, KOTOpBIE PACIIONIOKEHBI B 0€30MacHBIX MecTax H 006O0pYHOBaHEI
CHCTEMOM BHI€OHAOIOIEHUS U OXPaHOM.

Cosepras onepanuy INIAaCTUKOBOH KapToMH, cliequTe, YTOOHI PAIOM HE OBIIO
nocroponHux jronei. Habupas ITMH-kox, npukpeiBaiitTe KiaBuarypy pyKoii.

ObpamaiiTe BHMMaHUe Ha KapTONPUEMHUK U KjiaBuatypy Gankomara. Eciu
OHM O00OpYHOBaHBl KaKUMHU-IHOO JIOTIOJTHUTEIBLHBIMH YCTPOWCTBAMM, TO OT
UCIIO/Ib30BAHMS JTaHHOIO OaHKOMaTa JIydlle BO3AEPIKATHCS U COOOLIUTH O CBOUX
TIOIO3PEHHUSAX 110 YKa3aHHOMY Ha HeM Telle()OHy».

Ecnu Gankxomar HAOJITO€ BpPEMS HAXOAUTCA B pPEXKHUME OXHUIAHUS WIN
CaMOIIPpON3BOJIbHO II€PE3arpyXxaetcs -OTKa>KUTeCh , OT €ro HCII0JIL30BaHM.
Benuka BEPOATHOCTDL TOT'O, YTO OH MEPEIPOTrPaMMHUPOBAH 3JI0YMBIIIJICHHUKAMH.

Jlns npoBeneHusl OIyiaThl OECKOHTAKTHOM KapTOW PEeKOMEHJYeTCs MpPOCTO
nputokuTh €€ K tepMmuHany. Beox IIMH-xoma He Tpebyetcs, ecinu cymma He
npesbinaer 1 000 py6neit. Ilpy 3ToM KOJIMYECTBO pacXO[HBIX TpaH3aKUUH He
orpanuyeHo. YroObl MONyYUTh NEHBIH, MOIUIEHHHKY Jake He TOHaf00HuTCs
BOpOBaTh KapTy y KiaWeHTa. Eciau B OOILECTBEHHOM TPAHCIOPTE IOAHECTH
YCTPOHCTBO K CyMMe WJIM KapMaHy BJIafieliblia, TO CPEACTBa CIHIIyTCs. JIs 3THX
1esiel MOIIIEHHUKU H3TrOTaBIMBAIOT CaMOJIEIbHbIC MePEHOCHBIE CYUNTHIBATENN WU
WCIONB3YIOT ~ OaHKOBCKHME  TepPMHMHAlBI, OQOpPMIIEHHBIE 110  (DUKTHBHBIM
JIOKYMEHTaM.

Kax o6e3omacuts ceGst OT MOLIEHHUKOB:

1. Vcranosute Ha TenedoH (KOMIBIOTEpP) COBPEMEHHOE JIUIEH3UPOBAHHOE
aHTHBUPYCHOE IMPOTpaMMHOE o0OecIiedeHue.

2. He ycranapnuBaTh M He COXpaHATb 0e3 IPEABAPHUTEILHON MPOBEPKH
aHTUBUPYCHOM NpOrpaMMol (aisibl, MOJIyYeHHBIE U3 HEHAIEXHBIX UCTOYHHKOB:
CKaYaHHbIE C HEU3BECTHBIX CaWTOB, IIPUCJIAHHBIE [0 JIEKTPOHHOH IIOYTE
(momo3puTenbHbIe (halmbl TydIle Cpa3y YAANIITh).

3. Hcnonb3osaTh mnapoad He CBA3aHHbIe ¢ Bamumu nepcoHanbHbIMU
JaHHBIMH.

4. He cooOwaTe naHHBIE KapThl, NApOJIH H [JPYrYIO [EPCOHAIBHYIO
MHQOpMALIHIO.

5. IlocTaBbTe IMMUT HAa CYMMY CITUCAHHM WK IIEPEBO/A B IMYHOM KaOuHeTe
OaHKka.



6. Ilo BceM BO3HMKAMOIIMM BONMpPOCaM oOpaIlaiiTeCh B BBIIABIIMN KapTy
OaHK.

7. He BBINOJHANTE HUKAKUX CPOYHBIX 3aIIPOCOB K JEHCTBHIO, B TOM YHCIE
10 YCTAHOBKE KaKuX Obl TO HH OBIIO MPHUIIOIKEHHIA.

8. He mepexonuTe No cchlikaM, KOTOPBIE MPUXOJIAT 110 e-mail, mu6o SMS.

9. Obpainakite BHUMaHUe Ha Bce COOOIIEHHs OT GaHKa (HarpuMep, ecld OHU
CoZlepKaT rpaMMaTHUYECKHE OIIHOKH).

10. He nepe3BaHuBaiiTe 1o HoMepaM, KOTOpbIe MPUXOAAT Ha e-mail 1ubo 1o
SMS.

Ecau Bl cTamu sxepTBOH mpecTymHHKa, HEOOXOAMMO HE3aMEIJUTENHHO
00paTHThCA B OpraHbl BHYTPEHHHUX Jell C COOTBETCTBYIOLIMM 3asBICHUEM JIMYHO
1160 1mo3BoHUTH 110 Tenedonam 102 unu 112. B 3asBieHuu cieayeT MaKCUMAIBHO
MoApOOHO pacckasaTh O BeeX 06CTOSTENbCTBAX COOBITHS. Takxke cieqyeT NpUHATh
MEpBI K OJIOKMpOBKe OAaHKOBCKOM KapThl.



